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Cyber Security Frequently Asked Questions (FAQs) 

Wireless Security

Q. 
What does it mean to be on a wireless network?
A. 
Going wireless generally requires a broadband Internet connection, like a cable or DSL line that runs into a modem. To set up the wireless network, you connect your cable or DSL connection to a wireless router that broadcasts a signal through the air, sometimes as far as several hundred feet. Any computer within range that's equipped with a wireless client card can gain access to the Internet.

Q. 
Why do I need to secure my wireless network?

A. 
Without securing your wireless network, anyone can use your network. That means your neighbors, or even hackers lurking nearby, could "piggyback" on your network, or even break into your computer. And if a hacker uses your network to commit a crime or send spam, the activity can be traced back to your account.

Q. 
How do I secure my wireless network?
A. 
Take the following 5 steps to protect your wireless network and the computers on it.

· Use encryption to scramble and secure your wireless network and require a password to use the network. 

· Most wireless routers have a mechanism called identifier broadcasting. Turn it off so your computer won't send a signal to any device in the vicinity announcing its presence.

· Change your wireless network’s name on your router (or the Service Set Identifier- SSID) from the default name, which is usually the wireless router’s company name, to a name of your choosing, so a hacker can't use the default identifier to try to access your network.

· Change your router's pre-set password for administration to something only you know. The longer the password, the tougher it is to crack.

· Allow only specific computers to access your wireless network.

To find video tutorials on how to make these adjustments to your wireless network go to www.getwirelesssecure.org/tips

Glossary of Wireless Terms

Encryption: The scrambling of data into a secret code that can be read only by software set to decode the information.

Extended Service Set Identifier (ESSID): The name a manufacturer assigns to a router. It may be a standard, default name assigned by the manufacturer to all hardware of that model. Users can improve security by changing to a unique name. Similar to a Service Set Identifier (SSID).

Firewall: Hardware or software designed to keep hackers from using your computer to send personal information without your permission. Firewalls watch for outside attempts to access your system and block communications to and from sources you don't permit.

Media Access Control (MAC) Address: A unique number that the manufacturer assigns to each computer or other device in a network.

Router: A device that connects two or more networks. A router finds the best path for forwarding information across the networks.

Wired Equivalent Privacy (WEP): A security protocol that encrypts data sent to and from wireless devices within a network. Not as strong as WPA encryption.

Wi-Fi Protected Access (WPA): A security protocol developed to fix flaws in WEP. Encrypts data sent to and from wireless devices within a network.

Wireless Network: A method of connecting a computer to other computers or to the Internet without linking them by cables.

